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Conformidade com o RGPD recorrendo a nhormas internacionais

RGPD => GERIR SEGURANCA + GERIR PRIVACIDADE

GERIR SEGURANCA: assegurar a confidencialidade, integridade,
disponibilidade e resiliéncia dos dados e informacdes dos titulares.

GERIR PRIVACIDADE: assegurar o cumprimento dos principios de privacidade e
a operacionalizacao das regras especificas do RGPD e restante legislacao
relativa a protecao de dados pessoais.
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Conformidade com o RGPD recorrendo a nhormas internacionais

GERIR SEGURANCA => ISO/IEC 27001 — Requisitos SGSI

4 Contexto da Organizagao ........cciiveeeeiiiiirnneiiiiinnneiiiiieesssinieessssnresssssnnes 721 T « o T o =
4.1 Compreender a organizagao € 0 SeU CONtEXTO ..ocuvvveeeriiieeeiriiieeeiriireee s 7.1 RECUISOS ..oeiiieiiiiiiiiieieieititeeeeeeeeeeteeeeeeeteeeeeeeeeteee e et et eeeeeeeeeeeeeeeeeeees
4.2 Compreender as necessidades e expectativas das partes interessadas ... 7.2 COMPELENCIA ..uuvveiiiuiiiiiiiiiiiie it
4.3 Determinar o ambito do sistema de gestdo de seguranca da informacdo 7.3 Consciencializagdo ......ccccvvieeieeieeicciciiiieee e
4.4 Sistema de gestao de segurancga da informagao ......cccceecvveeeviiiieeieniieeenn, 7.4 COMUNICACAO 1uvvveeeiiiiieeeeiiieeeesiireeeesitreesesnseeessssnaeeesssnseeesenssees)
R o L= - T Yot TP 7.5 Informagdo documentada.........ccoeeciieeeeiciiiee e
5.1 Lideranga e comprometimento .......ccoveuiieeiiiiiieeenieee e 3074 =T - ot T TR
oI o [ 4 Tor- LU UPPURRRS 8.1 Planeamento e controlo operacional ........cccceecvveeeeicineeecsineenn,
5.3 FungOes, responsabilidades e autoridades na organizagdo .........ccccceeeee.n. 8.2 Avaliacdo do risco de seguranca da informacgdo ...........ccccuee..nd
6 Plan@ameEnto .....ccuciieeuerieeniiiennirienneitneneetenseerensesrnsneseensesensssensessnssessnsnesnn: 8.3 Tratamento do risco de seguranca da informacgao ....................
6.1 Agdes para enderecar riscos e oportunidades ........cccoecvveeieiiiieeeeciieee e 9 Avaliacao de desempenho .......cccceeiiiiieeniiiiinnnniniineen.
6.1.1 GENEralidades ......evveeieeieeeeeee e e 9.1 Monitorizacdao, medicao, analise e avaliagdo..........ccccccuveeeenneee.
6.1.2 Avaliacdo do risco de seguranca da informacgao ........ccccceeeevvevrrveeeeeeeennn, 9.2 AUItOria iNTEINA wuveeeieei e
6.1.3 Tratamento do risco de seguranca da informacgao .......ccc.ccceeecvvrvereeennnn. 9.3 ReVisao Pela SeSTE0 ...cccccurreeiiee ettt e,
6.2 Objetivos de seguranca da informacao e planeamento para os alcangar. 10 Melhoria .......coveeiiiiieiiiieiiiiiirrcrrrerre e e e s e ns e seans
10.1 N3o conformidade e agdo corretiva .......cccoeeeccnrveeeeeeeeeeeccnnnnee,

10.2 Melhoria CONTINUA ceeuveeeieeeeeieieieee ettt eeeeeees,
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Conformidade com o RGPD recorrendo a normas internacionais

GERIR SEGURANCA => ISO/IEC 27001 — Requisitos SGSI

4 Contexto da Organizagan .......ccceceeereeeiirenniirennierensiereneserensserensserensnessnnnenes 2 V1 ¢ Yo ] o TR
4.1 Compreender a organizagao € 0 SeU CONtEXTO ..ocuvvveeeriiieeeiriiieeeiriireee s 7.1 RECUISOS ..oeiiieiiiiiiiiieieieititeeeeeeeeeeteeeeeeeteeeeeeeeeteee e et et eeeeeeeeeeeeeeeeeeees

4.2 Compreender as necessidades e expectativas,

4.3 Determinar o ambito do sistema de gestdo ¢

(re)avaliar riscos

4.4 Sistema de gestao de seguranca da informag 0= [0 TP SPPUPPIRY
5 Lideranga .....ccccvevieeniiiinnicinnninienieieneenens de Segu ra I"I(;a pCAT 0 1ol U ¢ a1=T ) 7 Lo - 1SS
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6 Plan@amento ....cccucireeuiiieeniriennirienieiees ceeeeresserrnsneseenserenseesensesennsersnnnesan: 8.3 Tratamento ¢  isco de seguranca da informacgao ....................
6.1 AcGes para enderecar riscos e oportur  ‘der, de ,empenho ... e
6.1.1 Generalidades ......ccccceeevevnviveeeeeeeeees i 10, medicdo, andlise e avaliagdo.........cccueeeevuveeenns
6.1.2 Avaliacdo do risco de seguranca da inforn. JINEBINA oo,
6.1.3 Tratamento do risco de seguranca da infor o1 I ={<T = [« IO UURRPY
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10.1 N3o conformidade e agdo corretiva .......cccoeeeccnrveeeeeeeeeeeccnnnnee,

10.2 Melhoria continua ........cooceeeieirieiiececeeeee e,
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Conformidade com o RGPD recorrendo a nhormas internacionais

GERIR SEGURANCA => ISO/IEC 27002 — Orientagoes p/Controlos

4 Structure of this standard...............cc.cccooiiiiiiii 12 OPerations SECUNIY.........cccueiiiiie it e et e e ete e e ste e e reeeesaeeeenaeaenn
A.1 ClaUSES. .ttt ettt 12.1 Operational procedures and responsibilities.......cc.ccccoveieeriiiiniieinieeinieeeee,
4.2 CONLrol CateZONIES. . uiiiiiiieeieiriee ettt e e 12.2 Protection from MalWare..........eeeiee i
5 Information security policies............ccccccovviiiiiiniiieiiniiieeees I - 7= ol U] o FO TP
5.1 Management direction for information security.................. 12.4 Logging and MONITOIING....cccuviiiieiiiieecriieee e ectee et e e e e e s e saae e e s snaees
6 Organization of information security.............cccocceeiiiiiennn. 12.5 Control of operational SOftware.........cccveviveiieiiciiee e,
6.1 Internal organization........ccceecuveeeeiiiiiee e 12.6 Technical vulnerability management........cccceeiiieieii e
6.2 Mobile devices and teleworking........cccccceeevvieeinncieee e, 12.7 Information systems audit considerations.........ccccceeecvieeiirciiie e,
7 HUMAN resource SECUNItY.......cccccovvruiiiiieeierieniiiiieeee e e e e 13 COmMMUNICAtioONS SECUNITY.........vviiiiiiiiiiiiieee e e
7.1 Prior to employment......cccuveeiiiiieeeiniiiee e 13.1 Network security Mmanagement.......cccceeiieieeeieiiieee e e,
7.2 During employment........cccvveeeeeeiiiicciieeeee e 13.2 Information TranSTer......uuiie i
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9.4 System and application access control.........cccceeeeeeeeeeicnnnnn 17 Information security aspects of business continuity management.................
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Conformidade com o RGPD recorrendo a normas internacionais

GERIR SEGURANCA => ISO/IEC 27002 — Orientagoes p/Controlos

Control

Policies for informa-

AS5L1 tion security

A set of policies for information security shall be defined, approved
by management, published and communicated to employees and

relevant external parties.

5.1.1 Policies for information security
Control

A set of policies for information security should be defined, approved by management, published and
communicated to employees and relevant external parties.

Implementation guidance

At the highest level, organizations should define an “information security policy” which is approved by
managementand which sets outthe organization’sapproach tomanagingitsinformation security objectives.

Information security policies should address requirements created by:
a) business strategy;

b) regulations, legislation and contracts;

c) the current and projected information security threat environment.

The information security policy should contain statements concerning:

I T 1 L . S
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Conformidade com o RGPD recorrendo a normas internacionais

GERIR SEGURANCA => Outras orientagoes ...

e SO - ISO/IEC JTC 1/SC 27 - Infor X +

< C O @& iso.org/committee/45306/x/catalogue/p/1/u/0/w/0/d/0 Q

e s All about IS
1S0 Standards All about I1SO

@ ISO/IEC 27003:2017
Information technology — Security techniques — Information security management systems — Guidance

@ ISO/IEC 27004:2016

Information technology — Security techniques — Information security management — Monitoring, measurement, analysis and evaluation

@ ISO/IEC 27005:2018
Information technology — Security technigues — Information security risk management

@ ISO/IEC 27006:2015

Information technology — Security technigues — Requirements for bodies providing audit and certification of information security management systems

@ ISO/IEC 27007:2017

Information technology — Security techniques — Guidelines for information security management systems auditing

@ ISO/IEC TS 27008:2019

Information technology — Security techniques — Guidelines for the assessment of information security controls

@ ISO/IEC 27009:2016
Information technology — Security techniques — Sector-specific application of ISO/IEC 27001 — Requirements




Conformidade com o RGPD recorrendo a nhormas internacionais

ISO/IEC 29100 privacy framework

This International Standard provides a high-level framework for the protection of
personally identifiable information (Pll) within information and communication
technology (ICT) systemes.

It is general in nature and places organizational, technical, and procedural aspects in an
overall privacy framework.

This International Standard is intended to enhance existing security standards by
adding a focus relevant to the processing of PII.

Use of this International Standard will (...) improve organizations’ privacy programs
through the use of best practices.
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Conformidade com o RGPD recorrendo a nhormas internacionais

ISO/IEC 29100 privacy framework

4 Basic elements of the privacy framework........ 5 The privacy principles of ISO/IEC 29100 ...........cceeeeeeeeeeeeeeeeeeeeeennnnnns.
4.1 Overview of the privacy framework ............... 5.1 Overview of privacy prinCiples ......ccccccveievciieeee e
4.2 Actors and roles .......coocevveeeeiniiiiieeiienieeee e 5.2 Consent and ChOICE .....uuvvieiiiiiiiiiiccee e
4.3 Interactions ......ccceevvviiviiieeie 5.3 Purpose legitimacy and specification ..........cccccoviiiiiieieeee e
4.4 Recognizing Pll c...uvvvviiviiiiiiiiiiiciiiiireeeeeeee e, 5.4 Collection lImitation .......ccccuiieieiiiciiiieee e
4.5 Privacy safeguarding requirements ................ 5.5 Data minimization ........eeeiiiiiieiiiiieiiieeeecee e
4.6 Privacy policies ....cccoeeveeeeeeeieeeeeieiiieeeeeeeeeeeeee, 5.6 Use, retention and disclosure limitation ...........cccccevvvvvrvevreeeeverennneee,

4.7 Privacy CONtrols ......ccccceeeecviveeeeeseiieeee e e s, 5.7 Accuracy and qUAlity ....oooecciiiiiiiiiieee e
5.8 Openness, transparency and NOLICE .....ccevveeeiiieiiiccciiiiiiirieeeee e
5.9 Individual participation and acCess .......cceveeeeiiiiiiicciiiiiiiireeeeee e,
5.10 AccoUNtability ..ccooeeeeeeeeeeeeeeeeee e,
5.11 Information SECUNILY «.ovvieiiiiiieccee e,
5.12 Privacy COMPHANCE ....uviiiiiieeeeeiie ettt e e,
Annex A (informative) Correspondence between ISO/IEC 29100
concepts and ISO/IEC 27000 concepts
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Conformidade com o RGPD recorrendo a nhormas internacionais

Privacy Principles: GDPR < ISO/IEC 29100

GDPR (Article 5)

ISO/IEC 29100 (Clause 5)

lawfulness, fairness and transparency

Consent and choice
Openness, transparency and notice
Individual participation and access

purpose limitation

Purpose legitimacy and specification

data minimisation

Collection limitation
Data minimization
Use, retention and disclosure limitation

aCcuracy

Accuracy and quality

storage limitation

Use, retention and-disclosure-limitation

integrity and confidentiality

Information security

accountability

IISMF

The IT Service Management Forum

Portugal

Accountability
Privacy compliance
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Conformidade com o RGPD recorrendo a nhormas internacionais

ISO/IEC 27701 — Extensdo da 27001 e 2 para gestdo de privacidade

This document can be used by Pl controllers (including those that are joint Pll controllers) and Pl
processors (including those using subcontracted Pll processors and those processing Pll as
subcontractors to Pll processors).

An organization complying with the requirements in this document will generate documentary
evidence of how it handles the processing of PII.

Such evidence can be used to facilitate agreements with business partners where the processing of
Pll is mutually relevant. This can also assist in relationships with other stakeholders.

The use of this document in conjunction with ISO/IEC 27001 can, if desired, provide independent
verification of this evidence.

This document was initially developed as ISO/IEC 27552.
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Conformidade com o RGPD recorrendo a nhormas internacionais

ISO/IEC 27701 + 27001 + 27002 => Requisitos + Orientagoes

L N = 1] - | 1SS 7 Additional ISO/IEC 27002 guidance for Pll cONtrollers .........cccceeeerererrrrerierrrsrersrsssssssssssssssssnsnnes
4.1 Structure of this document ...........cccoevniinninnnn. /28 R C =T VT - | USRS
4.2 Application of ISO/IEC 27001:2013 requirements ..... 7.2 Conditions for Collection aNd PrOCESSING .........cveeeereiiiereiieeeseeeieseeesesesssssesesesssesssesesssssassseas
4.3 Application of ISO/IEC 27002:2013 guidelines ........... 7.3 Obligations to PI PrinCiPals .....eeeicueiee ittt e eectee e e et e e e e eate e e satae e e saeaeeeentaaesnenes.
I G 1) o] o 4 =Y U UUUUUPU R ) .
7.4 Privacy by design and by default ..........ccoiii it
5 PIMS-specific requirements related to ISO/IEC 27001
7.5 Pll sharing, transfer, and diSCIOSUIE .......c.uuviiiiieee et e e e erree e e e e e e e aarraeee s,
T A 1T o 1T | RO SSR
L 8 Additional ISO/IEC 27002 guidance fOr Pll PrOCESSOrS ......eeeeereieieeeeeeeereeeeeeeeeeeeesssssssesssssssssnnnns
5.2 Context of the organization .........cccceeeeciveeeccieee e,
5.3 LEAAEISNID vvvvvoeoooooooeooeeeeeeee oo S 1T o 1T | S SSPPRY
54k PIANMING. e eeeeeeeee e eeeeeeeeeeeseeeseseeeeeeeeeeeeeseenes 8.2 Conditions for collection and ProCessing ..........cccueueivieiniiiniiinii
TR 0T oo o AP 8.3 Obligations to PI PrinCIPals .....ceeicueeie ittt e e etee e e et e e e e sate e e satae e e saeeeeeenteeeeseens.
5.6 OPEration ....ccoovcvieiiriiiee it 8.4 Privacy by design and by default ..........c.ooviiiriir i
5.7 Performance evaluation ..., 8.5 PlI sharing, transfer, and QISCIOSUIE ...........o.ieuvieeeeeeeeeeeeeeeeeeeeeree s ess e eses s es s s s
5.8 IMPrOVEMENT ...covvvvieiniiininniee Annex A (normative) PIMS-specific reference control objectives and controls (Pll Controllers)....

6 PIMS-specific guidance related to ISO/IEC 27002 ....... Annex B (normative) PIMS-specific reference control objectives and controls (PIl Processors).....

Annex C (informative) Mapping to ISO/IEC 29100........c.cccceeeeeeeeerererererenesesesesesesssssssssssssssssssssssnnns
Annex D (informative) Mapping to the General Data Protection Regulation............ccccceuueeeeee...
Annex E (informative) Mapping to ISO/IEC 27018 and ISO/IEC 29151........ccceeerrrurerevnenenenenneneneens.
Annex F (informative) How to apply ISO/IEC 27701 to ISO/IEC 27001 and ISO/IEC 27002............
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Conformidade com o RGPD recorrendo a nhormas internacionais

ISO/IEC 27701 + 27001 + 27002 => Requisitos + Orientagoes

Sistema de Gestao de Informacgao de Privacidade

Sistema de Gestao de Seguranca da
Informagao (27001 + 27002)

Extensao para Gestao de Privacidade (27701)

Requisitos
Certificaveis

27001 — 4 a 10: Requisitos para o sistema de
gestao (incluindo gestao dos riscos) de
seguranca da informacao

5 - Requisitos adicionais especificos de
privacidade para a 27001

27001 - Anexo A (A.5 a A.18): Objetivos de
controlo e controlos de seguranca da
informacao

Anexos A e B: Objetivos de controlo e controlos,
adicionais, especificos para a privacidade, para
Responsaveis pelo Tratamento e
“Subcontratantes”

Orientagoes
Praticas

27002 -5 a 18: Orientagdes para
implementacao e melhoria dos controlos de
seguranca da informacao da 27001

6 - Orientagdes de privacidade adicionais para
implementacao e melhoria dos controlos de
seguranca da informacao da 27002

7 e 8 - Orientagdes para implementacao e
melhoria dos controlos especificos de
privacidade da 27701, para Responsaveis pelo
Tratamento e “Subcontratantes”

IISMF

The IT Service Management Forum

Portugal
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Conformidade com o RGPD recorrendo a nhormas internacionais

ISO/IEC 27701 + 27001 + 27002 => Requisitos + Orientagoes

Sistema de Gestao de Informacgao de Privacidade

e (re)avaliar riscos de io para Gest3o de Privacidade (27701)

27001 -42a10: """ Segl:lran.ga 206 - C o
privacidade v lisitos adicionais especificos de

Informagao

tao (inclu’
gestdo (inclu” o ivacidade para a 27001
Requisitos S S "
Anexos Aet )bjetivos de controlo e controlos,
Certificaveis 27001 - Anex A (A.5aA.18): Objetivos de L J, ) .
adicionais, ¢ ecificos para a privacidade, para
controlo € »ntrolos de seguranca da

informacao

Resp saveis pelo Tratamento e
“Subcontratantes”
‘nt7  es de privacidade adicionais para
r .acdo e melhoria dos controlos de
27002 -5a. Jranga da informacao da 27002
- OrientagOes para implementacao e
Ihoria dos controlos especificos de
_«dade da 27701, para Responsaveis pelo
Tratamento e “Subcontratantes”

Orientagoes

.. implementacao e m
Praticas

seguranga dain
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Conformidade com o RGPD recorrendo a nhormas internacionais

ISO/IEC 29134 => Orientagoes para avaliar riscos de privacidade

*A privacy impact assessment (PIA) is an instrument for assessing the potential impacts
on privacy of a process, information system, programme, software module, device or
other initiative which processes personally identifiable information (Pll) and, in
consultation with stakeholders, for taking actions as necessary in order to treat privacy
risk.

*The organization conducting a PIA process may wish to directly adapt the process
guidance below to its specific PIA scale and scope or as one possible alternative to select
a suitable risk-based management system, such as ISO/IEC 27001, and integrate into it
appropriately adapted elements of the guidance below, including the use of the PIA
report (see Clause 7) to treat the privacy risks it identifies.
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Conformidade com o RGPD recorrendo a nhormas internacionais

ISO/IEC 29134 => Guidelines for privacy impact assessment

5 Preparing the grounds for PIA.............ccccuueueeee. 2 4 VN (=] T T SN
5.1 Benefits of carryingout a PIA..........coeeinies 7L GENEIAN ittt ettt e et e e e e e e sa e et et eeereenenrenaenea
5.2 Objectives of PIA reporting.........cccoeeeevennene. 7.2 REPOIE SEFUCTUI. cv.eeeeeeeeeeeeee et e e e e e e e e e s see e e e e e eeeaeenene
5.3 Accountability to conduct a PIA..................... 7.3 SCOPE OF PIA - oovveeoeoeeeeooeeoe oo e oo oo e e s eessse oo
54 5€ale OF 8 PIA. . cvvvrss s 7.4 PrivacCy r€QUINEMENTS......ccceeeeeeeeeeeeeeeereereieereeeseeeeeeeeeeeeaaeeasssessssnes,
6 Guidance on the process for conducting a PIA. )
7.5 RiSK @SS@SSMENT...cuiiiiiiiiiiiie et e
6.1 GeNEeral..uuuuueeiieeieeee e
. . 7.6 Risk treatment plan........coo i
6.2 Determine whether a PIA is necessary
. 7.7 Conclusion and deCISIONS.....ccceeeeeieiiiiieeeeeeeeeeeeeeeeeeeeer s
(threshold analysis).....
6.3 Preparation of the PIA......oovvvvvoooooooeoeooeoeooooo 7.8 PIA pUbBIIiC SUMMAIY...ciiiiiieeeee e e e e e e
6.4 Perform the PlA.......coooiviiieiee e, Annex A (informative) Scale criteria on the level of impact
6.5 FOllowW UPp the PlA.......ooeiiieeieeeeeeeeete e, and on the likelihood..................
Annex B (informative) Generic threats......cc.ccccceeerrencrreencereeecereenccrennenne.
Annex C (informative) Guidance on the understanding of terms used....
Annex D (informative) lllustrated examples supporting the PIA process.
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Conformidade com o RGPD recorrendo a nhormas internacionais

Abordagem para Conformidade com o RGPD

Identificar

Caracterizar os
tratamentos de

dados pessoais, os
respetivos fluxos, e
as infraestruturas
que os suportam

Avaliar

Medir a
maturidade dos
controlos e os
niveis dos riscos de
privacidade e de
seguranca dos
dados.

Implementar

Priorizar, planear e
executar as agoes
para tratamento
dos riscos de
privacidade e de
seguranca dos
dados.

Manter

AcgoOes periodicas
para acompanhar e
ajustar a
implementacgao, e
para reavaliar
riscos e
maturidade.

2

Do

Check ~ Act

IISMF

The IT Service Management Forum

Portugal
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